Advanced persistent threats awareness and readiness: a case study in Malaysian financial institutions by Zainudin, Zeti Suhana & Abdul Molok, Nurul Nuha
6/13/2019 Web of Science [v.5.32] - Web of Science Core Collection Full Record
apps.webofknowledge.com.ezproxy.um.edu.my/full_record.do?product=WOS&search_mode=GeneralSearch&qid=24&SID=C2KWYYCb13DEPLvglg… 1/3
Web of Science
Advanced Persistent Threats Awareness and Readiness: A Case Study in
Malaysian Financial Institutions
By: Zainudin, ZS (Zainudin, Zeti Suhana)[ 1 ] ; Molok, NNA (Molok, Nurul Nuha Abdul)[ 2 ]
PROCEEDINGS OF THE 2018 CYBER RESILIENCE CONFERENCE (CRC)
Edited by: Abidin, KAZ; Mohd, M; Shukur, Z
Published:  2018
Document Type: Proceedings Paper
Conference
Conference:  Cyber Resilience Conference (CRC)
Location:  Putrajaya, MALAYSIA
Date:  NOV 13-15, 2018
Sponsor(s): Fac Informat Sci & Technol, Ctr Cyber Secur; Univ Kebangsaan Malaysia; CyberSecur Malaysia; Standard
Chartered; Asean Univ Network; IEEE Comp Soc
Abstract
Advanced Persistent Threats (APT) has targeted the financial institutions (FI) for intelligence gathering on sensitive customer
information and monetize the attack. APT could cause disastrous impact to the targeted FI and the country's economy if
there is a lack of preparation to confront these challenges and attacks. A case study on local FI was carried out to examine
the influencing factors of APT awareness among FI's cybersecurity practitioners and to investigate the security strategies
employed by FI to protect them from APT attacks. Feedback from CyberSecurity Malaysia (CSM) was sought to validate the
findings. It was found that the factors that influence APT awareness in local FI include the emphasis on informal learning on
APT, attackers' financial motivation, the FI's reputational risks and the availability of financial regulatory requirements to
combat any cybersecurity risks. The awareness has led cybersecurity practitioners in local FI to implement advanced
security technologies and integrated security controls as their readiness to defend FI against APT attacks.
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